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Introduction

After identifying the importance of steganography as a type of secure
communication, the major effort of researchers in this field was to provide
algorithms with low computational complexity and high embedding capacity. One
of the essential principles of design of a secure steganographic schemes is
minimizing the embedding impact. After introducing the matrix embedding (ME)
method in steganography, it was noticed that the use of linear block codes would
reduce the detectability of a steganography scheme, however, there were challenges
such as high computational and spatial complexity as well as low embedding
capacity. An approach to resolve such issue is search for different linear codes for
the matrix embedding method. One of the most commonly used codes is BCH codes

which we have also covered in this paper.

A more advanced form of ME is called MME, which changes more than one bit per
cover but, increase the degree of freedom. In other words, more paths are provided
to insert the message in the cover. Then the embedder chooses the best path by
considering the conditions of the cover. This method reduces the distinguishability
of the raw cover from the message carrier cover. Using steganography based on
BCH codes, Schonfeld et al. found methods to increase the degree of freedom. They

came up with a classic technique to find a corollary representation of BCH code.
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However, their proposed method required to find polynomial roots in Galois Square
and so this approach cannot be used in practical systems due to its high complexity.
Later, with the aim of reducing complexity, a new steganography method was
introduced using the BCH code generator polynomial which, despite a significant
reduction in complexity, was not yet efficient enough to be used in practical

systems.

Material and methods

In this paper we present a new stenographic scheme based on matrix embedding
using syndrome coding. The proposed method embeds massage into cover by
changing some coefficients of cover. In this scheme defining a number as
characteristic of the syndrome, which is invariant with respect to the cyclic shift,
we propose a new embedding algorithm based on BCH(n, k, 2) syndrome coding,

without finding roots of quadratic and cubic polynomials in GF(2™).

Results and discussion

We solve some test examples by using our proposed technique to demonstrate the
efficiency, high accuracy and the simplicity of the present method, then compare
the proposed method with some previous method. The numerical results reported in
the tables indicate that the computational complexity of the proposed method is
linear and space complexity is polynomial of size is just O(n?), which demonstrate

a sginificant improvement over the existing method.

Conclusion

This research provides the following conclusions:

e Defining a number as characteristic of the syndrome, which is invariant
with respect to the cyclic shift, a new steganographic system, based on
BCH(n,k,2) syndrome coding, is developed, without finding roots of
quadratic and cubic polynomials in GF(2m).

e Inorder to implement proposed method, an efficient algorithm with

polynomial complexity is designed.
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(a,b, ) (@,b',c" e

(1,5,11) | (14,18,24) | e;4 + ez + €y,

(1,9,21) | (7,19.,30) | e, + e, + €3

(1,8,23) | (9,16,31) €y + e+ e3

(1,2,19) (2,3,20) e, + e; + ey

x=[1010100110110111000110011010111]: _dg 2,8L (o)

xHT = [a®,a?!] = [5,24].

S =m—xHT = [S;,S,] = [«!?, «3°] = [17,18].
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ol ) w88l g5lwesly Lideg(S1) = 0 [S1,S5] = [1,1] loke 4 azgi b o cl € = €7 3,1 51l ol
i =deg(S;) =10 (mod31) =10 = a’' =a+i(mod 31)

a’=1+10 =11 (mod31) = e =e;;

(m=yHD) y=x+elcul i,als bl was 2de olnls
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